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Agenda

 What is the “Dark Web"?

* What can you find

» Account Take Over Process and Tools
 How to access it safely

» Protecting your applications
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What 1s the “Dark Web”



The “Dark Web” Defined

“The dark web is the WWW content that exists on darknets: overlay networks... Through the dark web,
private computer networks can communicate and conduct business anonymously without divulging
identifying information, such as a user's location. The dark web forms a small part of the deep web, the
part of the Web not indexed by web search engines...”

-- Wikipedia
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The “Dark Web” Defined

e Accessible to all
* Public websites

» Unindexed content
» Corporate, Financial & Medical
» Cloud storage

* Private Communication
 Hidden Services
» Accessed via The Onion Router (TOR)
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The “Dark Web” Defined

e The term "Dark Web” is most often used in a broad and
generic fashion to apply any place where | can find bad or
llegal items or information can be found.

 Including the follow items:
— Public/Semi-Private forums and subgroups
— Public e-commerce platforms
— Phish links and content
— Dark Markets

» Adark web user is almost always portraited as a secret
member of the hoodie and Matrix fan club and sometimes
with their appreciation for Guy Fawkes masks
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What can you find



TOR... Its not all bad

WHILE YOU MIGHT EXPECT A LONG LIST OF BAD AND ILLEGAL ITEMS LETS START ON A MORE POSITIVE NOTE

Legitimate Dark Web Content

News — Organizations such as BBC, ProPublica & NY Times
We are

« Secure Email and File Sharing such as ProtonMail and SecureDrop the

Nation's
first line of
defense.

» Bitcoin and other Cryptocurrency wallets and services.

We accomplish what others cannot

« Search Engines and Social media — DuckDuckGo and Facebook, yep |-t
they are there too pesbepoatririord s s i ag

to ooy out the work of o Nation.

 CIA-They keep a contact page there I'm guessing just incase
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Bad items aren’t imited to the Dark Web

WE’VE SEEN MORE AND MORE SERVICE OFFERING THESE ITEMS DIRECTLY ON THE WEB

Public Sites Dark Web Sites

e Reddit r/'ShoppingBay e Base69 — Account Focused
e Forums such as Nulled or Cracked  CanadaHQ — Multiple Items
o Shoppy, Sellix, eBay, AlIExpress  Info77 — Information lookup

Stores e SRV11 — Credential Stuffing
« Aggregators, Discord and Service

Telegram channels
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Sites come and go...

ANOTHER ONE BITES THE DUST

messages 0 | orders 0 | account B0.00

Silk Road

anonymous market Search

Shop by Category

Drugs 8,670
Cannabis 2,066
Dissociatives 165
Ecstasy 660
Opioids 597
Other 455
Precursors 50
Prescription 2,146
Psychedelics 981
Stimulants 1,102
Apparel 264
Art 127
Biotic materials 7
Books 861
Collectibles 5
Computer equipment 32
Custom Orders 68
Digital goods 509
Drug paraphernalia 305
Electronics 77
Erotica 540
Fireworks 2
Food 9
Forgeries 81
Hardware 23
Herbs & Supplements 8
Home & Garden 8
Jewelry 54
Lab Supplies 77
Lotteries & games 77
Medical 57
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;Ig MDMA 82%+ High 50 gr. Crystal MDMA Rocks  Valium 10mg/ Diazepam 3g XxX AAA QUALITY
Quality -Made in Germany- (100 Pills) WEED,AMAZING
$1.30 1823.33 $2.32 180.98

8 A

Honeycomb Wax (85+% 1 gram * Moroccan Hash %

Kamagra jelly (India}), 1 Citalopram 10x 20mg table
week pack THC) Fully Purged DUTCH QUALITY

$0.98 B1.45 $80.27 $0.10

\
74

10 grams ketamine crystals  [3g] Greeﬁstone NZ Hash (B +++ 100 x 251-NBOMe 300x 25i/25c-NBOMe Ligu
Grade) Strawberry Snuff Caps +++  Dropper 1200ug
B7.15 2.49 183.80 B4.14

DOJ Announces Successful Disruption of Compromised Credential
Marketplace “SlilPP"

On June 10, 2021, the US Department of Justice (DOJ) announced t of the illicit,
cybercriminal credential marketplace known as “SlilPP a specialized shop primarily used to conduct the sales

and distribution of compromised credentials.

Figure 1: Tor Portal Page for SlilPP Marketplace

Wi ING
THE LARC
SHOP




The bad...

» Streaming Services, Food and related services, subscriptions,
Psst.. ACCO u nts retail stores, social media, email and everything in between

Wanna
buy some
accounts?
» Bank Logins

F|nanC|a| « Credit Scores and Full PII profiles

* Credit card and payment services

» Custom phishing sites or credential stuffing attack creation

Se rV|Ce S « Credential stuffing and credit card validation
* Retail refunding services

» Step by step how to execute various scams and attacks

I nform at| on » Collaborate on how to defeat various security measures
* Public and private attack tools

 Creation of fake credentials (digital and physical)

Physical Goods gEit:

» Weapons
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Example: Accounts For Sale

Lifetime Video Streaming
Fresh -Prermum Lifetime Accounts

Sold by: Pegasuss
Trust rating: High

Feedback score:99

You are protected by ESCROW

Mame C ¥ 3ank Mail d

101111.00 MARGARET NA NaMA \ {@comcastnet 17 Mar
02122 2021

71413.00 NA \ Points @comcastnet 17 Mar
= Miles 2021
| ZIp:
NA

Points NWA  @comcast 17 Mar
=\ 2021
| ZIP:

97695.00 | i - @gmail.com 17 Mar
2021

@gmail.com 17 Mar
21

@gmail.com 17 Mar
2021

20REAR0 il L : : £SOIIRE Coin e Enjoy Fresh - Premium Lifetime Accounts at low price

57035. T : @omail. ™ . g . .
1670500 SO Sy If you are not in USA you need to use a VPN set to USA in order to use these accounts

You can get cheap VPN accounts in my shop
81936.00 NA \ - @gmail.com 17 Mar
2021
| replace if it stops working
185715.00 NA | i : @yahoo.com 17 Mar 196.51
2021

P R ” o
1000.00 194.98 Type: MASTERCARD : uddenlink.net 16Mar  MrSociate 153 ou will receive the account in this format
LastFour: 5988 Exp: 2021 Email

John Doe 07/2022,Type:
MASTERCARD LastFour: Password
6732 Exp: 091201 2
VISA LastFour: 1262 Exp:
1212021, Type:
MASTERCARD Lastrour:
3511 Ex /2017, Type:
MASTERCARD LastFour:
2500 Exp: 1212017
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Example: Help please...

<

Disneyplus »

searuler

G'day,

This message might be a bit strange, you don't even know me,
but | have a request.

| recently bought a piece of your Disneyplus account, let's say
a profile, at AliExpress.

The password was }

All worked well for a few aays. Now something has changed, |
can't log in anymore.

The seller on AliExpress doesn't reply. Since he's got my
money, he will not respond never again.

Could you be so kind to provide me with the password?

| hope you will help me,
Best regards,
Sean
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Example: Financial

Bank

Drop (NEW) CREATION - Comes with Fullz - Original SCAN of DL & Credit Bureau

Sold by: ticallian
Trust rating’ High Buy now
Feedback score 96

Contact ticallian
View ticallian's profile

-ACCOUNT DROPS + HOW TO LOAD 4
Sold by: cashoutaliday .
m ﬁ Trust rating: High =
==

Fesdback score:38

bontact cashoutaliday

View casho ay's profile
' You are protected by ESCROW
Product Description Refund Policy Seller's Feedback
Product Description Refund Policy Seller's Fesdback

e e o”a""-aa"" s iriia ey THESE ARE VERIFIED DROPS CREATED BY MYSELF! AGED ANYWHERE FROM 1 WEEK TO A

MONTH. IF YOU DONT KNOW WHATEE 1S GO TAKE A LOOK FOR YOURSELF
Comes with upon Purchase

THESE ARE GOOD FOR DEPOSITING CERB / DOING EMTS / OR LINKING TO PAYPAL ACCOUNTS,
DL SCAN Original Driver License and Credit Bureau report with SIN RECEIVING WIRES OR BANK DEPOSITS. AS A BONUS | WILL INCLUDE HOW TO LOAD IT.
User

Password ' il bt

Millc Out the card and make dough! THEY COME IN THIS FORMAT :
can joug|

Email =
Security Questions Soid by lordfinesse ) ADDRESS
Security Answers Trust rating: High .

N Feedback score 99 - DATE OF BIRTH

Contact lordfinesse -SIN:
3eCUfe’f¥ Ioad EMT TD thIS View lordfinesse's profile - PHONE
Reship Card if you Want -DL:
Apply for Loans You are protected by ESCROW () - EMAIL ACCESS
Send and Receive E-Trar - LOGIN
- PASSWORD

Mobile Deposit Ready for

Product Descnption Retund Policy Sellers Feedback - SECURITY QUESTIONS AND ANSWERS :

.
***Al Done oniine™"**"EASY, SIMPLE, FASTII!1IThis guide wil expiain now to ship a [loevn cara to your

drop without having changed credit report address 1o your drop before hand and aiso without having to
actually go into the bank location to identify yourself. Everything can be done from home. This is one of the
14 | ©2022 F5 easiest ways 1o send cards to your drops and start making money. (TS VERY EASY!

===FOR ANY QUESTIONS OR INQUIRY'S DONT HESITATE TO CONTACT ME ===




Example: Services

INFO77

Read Me !

"SRV BALANCE" is not used for package conversion and upgrade. "SRV BALANCE" is for Card Checker only. (If you want 1o use Account
Checker, see the table above. Also want to use both Checkers, see the last table)

# PLAN NAME

[ Pay As You Go | 5 Threds |
n@

(5 Giomona |5 Theenas

LIMIT CHECK PAYMENT METHOD

[oc [ sow J evw ] urc]
YOUR BALANCE
vz [ o]

SHORT
NAME
[ VOUR BALANCE |
¢ Lok Lemw [ irc |

UNLIMITED -

e e i TP
N sc [ ocw L e [ urc |
UNLIMITED
e e 7
(050 JRNN ntineeo |

 87c | beu JETH ] Lic |
[ wiz | pu

TIME PRICE ACTION

(50 0ays Il 70 Uso |

(65 0ays 10 Uso |

(55 0aye I 210 uso |
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Future's
_I'\fefund Service

Process.

how does this work

Receive
your package
Depending on the store,
sither foke sign your

packoge or don't sign it
at all

Contact Us

We'll provide you with
all information nesdaed
before purchasing

Contact
us back

Pay us our cut

Returning customers

Fill put our form and s

weo will get to work

Why choose me?

Terms of service

anytime |

ifter re

s




Example: Information

CARDING 101: BYPASS VBV & MSC

Trust rating: High Buy now
Sold by: GOODPROFILESFORU B Feedback score:95
Trust rating: High i Contact stashthecash 39 CAD @)

Feedback score:97
Contact GOODPROFILESFORU 99 CAD @)
View GOODPROFILESFORU's

View stashthecash's profile

31USD @

profile 74 USD £ _ You are protected by ESCROW [0

You are protected by ESCROW (&)

Auto-delivery
Product Description Refund Policy Seller's Feedback
Product Description Refund Policy Seller's Feedback
LEARN HOW TO BYPASS VERIFIED BY VISA AND MASTERCARD SECURE CODE AT THE CHECKOUT

COVID CREATED LOTS OF OPPORTUNITY'S FOR US SCAMMERS. PEOPLE ARE SCARED TO GO IN THE WHEN CARDING ONLINE WITH THESE TACTICS.

STORES WHICH HAS FLOODED ONLINED ORDERS FOR CURBSIDE PICKUP! | WILL SHOW YOU GUYS

How To KILL | s ORE PICKUPS YOU DON'T EVEN NEED ID'S ) CONTACT IF YOU HAVE ANY QUESTIONS
EVERYTHING YOU NEED COULD BE FOUND HERE ON CANADA HQ RESALE WILL RESULT IN PERMANENT BLACKLIST.
#STASHTHECASH
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Example: Physical Goods

*UPGRADED" Ontario Driver Licence Bank Grade LASER LENTICULAR LENS

Bz = =« a5 Sold by: CIDC

P - Trust rating: High BUF now
I 1 Fesdback score: 100

- - Contact CIDC 250 CAD @)

201 USD @

You ane protected by ESCROW |

Product Description Refund Policy Seller's Feedback

w1 OCERISTMAS PROMOTIONDOI
LIMITED TIME DISCOUNTED FRICE FOR ONLY $250
FREE SIN CARD WITH EVERY DL PURCHASE (If needed). Please include SIN#® also during checkout.
FREE UPGRADED XPRESSPOST SHIPPING WITH EVERY ORDER

PO ReT-A NT: aNaOuT==C-E

PLEASE BE PATIENT AND ALLOW MINIMUM 48 “BUSINESS*® HOURS FOR YQUR TRACKING NUMBER TO
UPDATE AND APFPEAR IN CANADA POST SYSTEM.

THIS IS THE BEST ONTARIO DL ON THE MARKET, GUARANTEED!

FREE TIP: ANY FAKES MADE USING PVC IN 2020 WILL GET YOU THROWN IN JAIL, ITS ANCIENT
MATERIAL USED ON GYM MEMBERSHIFS AND BANK CARDS, NOT FOR AN ONTARIO DL WITH MANY
SECURITY FEATURES. GET AT US FOR THE BEST, NEWEST STUFF, DROP THE OLD DINOSAURS BACK
IN THE PAST AND TRY US OUT, YOU WONT BE DISAFFOINTED
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500 CAD

28 GRAMSFIRE
EUPHORIC
CRYSTAL METH
Clean Smoke

express

icywhitenorth

65 CAD

[NEW] [SPECIAL
2021] SHIP AMEX
CARD + 2 FREE
PROFILES
[3.000$-10.000%]

Baleyette007

100 CAD

NEW (2021)
DESIGNER
METHOD

fromtheblocc




Genesis Crimeware



Genesis: the big picture

GENESIS IS AN ENTIRE FRAMEWORK FOR DEFEATING FIM=ERPRINT-BASED COUNTERMEASURES

/ https://genesis.market _\

usernames & passwords
browsing history

cookies

machine & browser attributes
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SH-PE

DETECTEDL

usernames & passwords
browsing history

cookies

machine & browser attributes

Sign On

User ID Password

(C) Remember my User ID

MATCH

“Genesis Security” plugin



Genesis digital fingerprint marketplace

- — .
agenesis =
#& Dashboard # Home | Bots
i Genesis Wil @
B2 News . -y
m 3 o t: Extended Search Q
Qe QEER
LL BOT NAME! &/ -/ 2~ b - ESRESOURCES KNOWM / OTHER E=- COUNTRY / HOST PRICE |} O
# Gererate £
g Crders "
Purchases = .
@ rurchese: @ Kl = @)no inFo £41 (1482 1 =484
S Paymens a T
- User-PC 278cBTed12143331057 BETDBanx ABiglommerce W Twitter I+l ca i1 @
(D Tickers Lt ¥ iCioud B i ® AppieStoce arats . g 0
= ¥ Dropbox Buype t Tumbir 1’-'i'1dc:.v=f-r 5;;':- ﬁ =
&Y Genesis Security ¥ CanadianTireBank & Googls = {=oo - o
@ ups = Live 1 Indeed . known 114
& srote [473)
el ae W a el —va a1 T e oo fabie Eoriie Falalal~ ol )
£ Invizes
) =5 P
® Logour & - d_:: £30 [563 €0 =563
WWordpress ® ApplsStore E
~=FodExy Wwelizfarzo HiFacebhook -__ i E:
7 SN Hiream Prayral P Paxiil i 93247 000 Z U
& 2019-09-21 05:05:33 Bl Office3es @ cANetwork GGoogle Windows 10 Home o=
£ 20150521 5123 @ Craigslis SATT ¥ Yahoo Jnown 117
com.dearchannealihearcradio.con_. COMLOONTEXTIORC. . ...orher 445
ER @ £40 [113%8 €0 =1398
Hive Eleitrex ®nof =S @
Y Yahoo CwversmckStore 88 GsmeStopSiore 174254 o
AL N _ B Linkedin £ DigitalDcean N Nerflix Windows 10 46.00 - O
& ;_‘: ?‘Ug'ﬂ j‘_-l:Di:‘Ir.i Bt and i Webhail © Messenger #® Blockchain Ersarprizs o
% 2015-09-21 09474 W Tuwitrar Raddit ©Greendm .- &nown 130
-

aop.follow unfollow

com.acorns.andarod

.other 7263



Genesis digital fingerprint marketplace

genesis
# Cashboard # Home /| Bots
1 Genesis Wik @
B8 mews m Baots = c a
; "Login™: Available After Purchase "Login"; Available After Purchase "Login": EMPTY H
o o| "Password": Available After Purchase "Password": EMPTY "Password": Available After Purchase
(&) purchazes 0- m E,; @NO INEO
5 Fayments ﬂ e _ .
{:J Tickets ﬂ “:21;"_:; _._;__1 — ?TCDS:; ;;-..':-l::.ir:c.'e 45 I:II:"‘ 3‘1:50 I=E .
1 Know resources 130
4 11 & Google 15 [ 58 Live 1" H 2 Amazon 8 N P paypal 8 [ E Facebeo 7 [N D pigitalocean 7
[ Coinbase 7 [] M Kraken 4 [ B SonyEntey... 4 [ ¥ Twitter 3 [ " pof 3 [ % gitfinex 3
4 [ % GoDaddy 3 e TurboPrep... 3 N @ Messenger 2 N WX 2 [ N Netflix 2 [ BX paxful 2
[ © GitHub 2 [l @ Shopify 2 [ T Intuit 2 1 ® Blockchain 2 [N © Greendot 2 [N & steam 2
[l © Bitcointalk 2 [N @ JuicyAds 2 [ L Netefler 1 [ P Cryptopay 1 [l 88 GameStopS... 1 [ Y Yahoo 1
[ Heddit 1 [ i Toluna 1 R H eitfamp 1 [ @ MailGun 1 [ Overstock... 1 [ 4 BigCommerce 1
[l ® Prizerebel 1 1 B sittrex 1 [ @ Linkedin 1 H 1and1WebMail 1 [ 7 Indeed 1 [ W wordpress 1
[ Instagram 1 [J ® Tradingview 1 N @ Newegg 1 [ B\ comcast 1
AT36092B8-3474907A-SEEDIERF-
il 2019.08-21 03-07-14 .u,eﬂiu "'"T"lj‘:"l""f E’ e ; 2
= 2019.09-21 05:47-45 Cacrc:sq - known 130 L =

.other 7263




Genesis digital fingerprint marketplace

7 qeﬁPEiE — RO mus o esisn  gm oy~ g

# Dashboard
i Genesis Wil c
B8 News

o Success generated FP is ready to use

I O Box
»

# Generate

E Orders : : : &
= & Browsers for Genesis Security: 4 &,
5 fayments

z T G063866E-343AAEC6-69CEBDBB-1349CF29-D5417E0D

= (Genesis Security

& orosin {'} chrome

S O & Cookies 419 (2019-09-14 20:11:43)

s & Generated Configs 1:

4 Version Chrome 76 (Chrome 76.0.3809,132)

ConfigUpdate  2019-09-21 17:21:39
UserAgent Mozilla/5.0 (Windows NT 6.3; WOWG4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/76.0.38009.132 Safari/537.36

Type generated (free)

Open Bot page
22| ©2022 F5 @
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Genesis developers’ loyalty is clear

B3 Azerbaijan
i Belarus

“ The Store does not
use or sell any
products connected

I Kazakhstan
Kyrgyzstan

with CIS-countries’ BN Armenia
web-resources. ’ ’ g« Moldova
mm Russia

= Tajikistan

o= Uzbekistan




Dark Web Stats



Stats: Accounts for sale

TAKEN FROM ONE DARK WEB SITE Accounts For Sale

May 2020 — May 2021

720

BOOK

Unique
Businesses

Account

zzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzz
ploaded (Month)

Costs
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Stats: Top 40 Businesses with Accounts for Sale

TAKEN FROM ONE DARK WEB SITE FOCUSED Top 40 Businesses By Accounts
May 2020 — Mar 2021

#1 Spot
Over 300K+

Top 2-4

Over 200K+

Next 11
Over 100K+




Stats: Mailbox ATO

DATA FROM ONE DARK WEB SITE

Mail ATO Accounts For Sale

May 2020 — Mar 2021

160K

149K+

Accounts In
Feb 120K

Accounts

80K

600%

Increase from
May -> Mar o

May 2020 Jun 2020 Jul 2020 Aug 2020 Sep 2020 Oct 2020 Nov 2020 Dec 2020 Jan 2021 Feb 2021 Mar 2021

Date

27| ©2022 F5




Account Take Over (ATO)
and Attack Tools Discussion



Credential Stuffing

AUTOMATED INJECTION OF USERNAME/PASSWORD PAIRS IN ORDER TO FRAUDULENTLY GAIN ACCESS TO USER ACCOUNTS

e “ - N\ e
— —

. W, 3 / .
Tools/Resources Account Takeover Monetization

e Acquire user/pass lists e Using cloud resources or e Determine how to best

(combo list) credential stuffing services profit from accounts

e Proxies perform attack e Exchange points for

e CaptchaBypass e Expect 0-2% success rate rewards which can be

e Serverresources depending on quality of the easily sold eg. Gift Cards

list e Use accounts to

purchase/pickup items
e Sell accounts on the dark
web
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Tools and Resources

Combo List Proxy Lists

o TXT or CSV files containing lists of e ...and the lie begins
Usernames/Emails and Passwords
» Attackers would prefer to remain hidden and come

« Many are from past data leaks other can take from multiple sources to prevent easy IP blocking
portions of those lists and make modifications
Example: Password01 -> Password02 * There are hundreds of sources to get high quality

proxies which can come from any country and even
residential IP space

15 Billion

Credentials

Stolen or leaked since 2013

Geosurf

Luminati

72M+ Scrape and crawl any website

Monthly
Residential IPs

without getting detected or

blocked @
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Tools and Resources — Captcha

Customer Experience

Customer Friction

Attacker Solution

When you fail captcha DEATH
for the 5th time CAPTCHA

FASTEST DISCOUNT CAPTCHA SOLVERS

Create Account

(B Customers Area

+ Solving Google Recaptcha sin.

Frfﬂ;'..f:rli'- rama ROBOT
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Credential Stuffing SH-PE

CURL / Bash Scripts Attack toolkit — Openbullet

» Bypass browser directly POST to login endpoint » Easy to configure everything from proxies to

 Low resources and simple captcha bypass

» Extra effort to customize scripts and bypass « Can control Browsers or POST directly
captcha

Hits DB Tools Plugina SeMings Aboul
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Openbullet

REMOTE BROWER CONTROL WITH A GUI

Integrated Proxy Checker Openbullet Demo

il opentuiet 122
Runner Proxies Wordlish His DB Took Plugins 3eltings Aboul

Wordlists Configs Hits DB Tools Plugins Setfings About
Jacke Ofher Oplons.

Manager

Bots: 1 ¢ e = Su-—n;:hu.; A e — Block Inko

https://google.com + Success Key: title>Goo

Host Port Usemaome Password Counfry Working Ping Chain L e
Socks5 8.210.251.244 6666 YES S False 1/5/ T e
Socks5 72 21610 YES 3936 False f e A ettt il ot
Socks5 542504252 1080 'E 3 False T/AS x Delete
Http 35.180.226.75 0 YE False 2
SocksS 97.74.230.87 715 VE 2826 False K Delete Al
Socks5 52.47.81.82 08( YE
SocksS 147.135.11267 3081 YES 312 False
Http 128.199.150.84 S - STATISTICS
SocksS 195.144.21.185 108 rE ) False 7 Total: 26
Http 185381111 { / 3089 False  7/5/2 Tested: 26

S False

Http  114.121.248.251 YE 4 “al 7 Working: 26

Socks5 T /2

Hitp 1 55. 5 YE 5 2 HTTR: 13

Hitp 1452396118 312 ! i s SOCKS4: 0

Hitp  78.157.40.35 0 YES : SOCKS4a: 0

Hitp 9521734209 3 ) 3763 Fal 7/5/2 SOCKSS: 13

Socks5 185.64.105.82 905( YE : / Chain: 0

Socks5 210.7 1 80 927 ise OPTIONS
37.9.205.118 3128 5647 = /2 Only Untested
51.10324.77

195.144.21,185 1 S False / Timeout (sec): | 2 E

4091.94.165 3128 YE 2012 False ]
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Example: Credential Stuffing Service

1D “ NAME DESCRIPTION IS CAPTCHA

Check Login, Get Name, Get Type, Get Sub

1652 - Type, Get Number, Get Sub Number, Get

Status Account

z PLAN NAME SHORT NAME LIMIT CHECK PAYMENT METHOD TIME PRICE

(1 [ gold | 5 Threads SN G50 | (atc [ 6o [ Enh | Lrc [ whz [ pm_
(2 Il gcid | 5 Threads I oo | Cuntivied SN 6o | ack et [ Lrc [ wmz [ Pu ]
a (690 (a1 [ Bon [ Enn [ irc [ wmz [om-
(4 T coid [ 10 Theeads | (a7c [ 8o [ ETh [ irc [ wiz | Pu S 50 0ays
s I gold | 10 Threads | Cuntimirep SN 67c | acH | e | Lrc | wwz | u
(6 I gold | 10 Threads | (a7 | BoH | ETH | L1c | whz [ Pm_
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Phishing with Evilginx (evil-jinx)

« Automates the process of setting
up a man in the middle phishing

Proxy

* People can be easily fooled as
the application proxies the login
towards the real site so victim
see their real data

35 | ©2022 F5 @



Evilginx 2: Man-in-the-middle attack framework

A FEW CLICKS TO SITTING IN THE MIDDLE

o Create Evilginx2 Phishlet

e Attacker convinces victim to e Auto retrieves LetsEncrypt

use phishing link

. . SSL/TLS Certs
e Victim sees the SSL lock icon o Creates Phishing link DNS
e Victim sees their real site data entries

e | https://www.bank.com

2
.’ S EJ =] =]
é e 5‘ N e ~

Login

. Password
» < o Session Cookies
(}
B> EJ ? Bypass MFA
36 | ©2022 F5
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SsH-Pe

Retall Purchase Bots

oo | Nike Shoe Bot
* Wondering why you can't get that PS5, RTX é

3090, or the latest set of kicks? n
—_— $499.00 / year

e Bots SpeCifically design to ConStantIy monitor for Snatch the latest limited sneakers like Jordans, NMDs, Yeezys, Off-
. . Whites, Reflectives, Supreme and more off retailer's shelves and into
stock and then quickly add and checkout items v el

before you ever had a chance Using the latest automation technologies, Nike Shoe sneaker Bot brings

you an efficient and user-friendly copping experience.

CACTUS JACK NIKES.. Travisscott
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Example: Purchase Bots in Action

ARE YOU JUST PAYING RESOURCES FOR BOTS?

» Highly desirable product launch

* Bots were active before product
went live

» Bots attacked customer “Add to
Cart” with millions of requests

e > 1000x Human Traffic

38 | ©2022 F5

@ Human  Automation (flagged)

EVENTS OVER TIME

¢ v | @ Zoom Cut | @ Mitgated Autornation (2972166) @ Flagged Automation (89716646) @ Leglimate (43011520 count per 1h | (96989964 hits)

G000 4 > 1000x Human Traffic

4000000

3000000




Accessing It safely



Safety First

DO NOT USE YOUR PERSONAL SYSTEM DIRECTLY

DO NOT USE YOUR CORPORATE SYSTEM DIRECTLY

Be careful which links you follow
There is no honor among thieves

Follow your business internet access policies

Don't use your corporate or personal email when registering
» Create a new email via protonmail.com or similar
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EXxperience

“Experience Is something you get
just after you needed it”




How to assess potential exposure

Use Google-Fu Search Skills to search public forums and shops

» The below query pasted into the search box can potentially turn up results

e(companyname.com | companyname) site:https://www.reddit.com/r/shoppingbay OR
site:https://www.reddit.com/r/shopping OR site:nulled.to OR site:cracked.to OR
site:shoppy-gg

» Search Ebay / AliExpress and similar sites

mmmmmm  Are customer taking the bait of Phishing Sites

* When accounts have value typically there will be a those trying to steal credentials via phishing

* Two free resources are Phishtank.com and Phishstats.info (Use caution when following any Phishing Link)

Steady yourself and venture into the Dark Web

» Starting with resources on the follow page and venture slowly from there
* You may not find anything immediately; some accounts or methods never make it to dark markets for sale

* Follow site instructions regarding bookmarking of main pages. Fake sites consistently pop-up trying to phish
other scammer credentials
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Access Recommendations

Hoodie + Matrix Background
» Optional Guy Fawkes Mask

Base - Virtualized System

* This can be separate Server or Cloud based solution
* Or local software such as VirtualBox / VMware Workstation

Network Layer

» Dedicated and restricted network segment if possible
* VPN with local Firewall to prevent access to local resources

* TOR Proxy

Browser

* TOR Browser is a secure browser that receives regular updates and includes a TOR Proxy
» Regular browser: Extension such as NO-Script to limit JS execution (some JS may be required)
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Starting Resource

Phishing

e PhishTank - https://Phishtank.com
» PhishStats - https://Phishstats.info

Public Forums

 https://shellix.xyz / https://tmart.io

* https://nulled.to

* https://cracked.to

* https://www.reddit.com/r/shoppingbay
* https://disboard.org/search

» Ebay / AliExpress

Dark Markets

* TOR Directory - Dark Fail - https://dark.fail | darkfaillinkf4vf.onion

» Accounts Market - Base69 - https://base69.net

» Credential Stuffing/Credit Card Validation - SRV11- https://srv1l.net

» Accounts/Methods/Physical - CanadaHQ - http://canadahg2lo3logs.onion (now requires a deposit before searching)

@
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Protecting your Apps



F5 XC Platform

Multi-layered, highly effective modern app security bringing together the best of f5 application security

Advanced Application Security WAAP Integrated Services
Authentication Web Application DNS Application Traffic
Intelligence Firewall Insight
: AppStack
Account Protection . :
_ Advanced Bot Bot Defense API Security Load Balancing Managed
(Anti Fraud) DEEEE Kubernetes
: : Mesh
Client-Side DDoS Mitigation Multi Cloud Customer Portal
Defense
Infrastructure

@ Multi-Cloud lify on-prem @?@ Edge
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The Power of F5 XC — Advanced App Security &

¥
Q 6 00 @ 9 C "
FICTION
Identify and mitigate
unw_anted automation &&&
traffic Haman

Clickfarm

FRAUD
Differentiate good customers
from bad customers

Fraudsters
and Criminals

FRICTION
Create a friction free user
experience and increase revenue
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