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Customer Trends

Enabling Work
From Anywhere

“The shift to remote work is
expected to persist even after the

pandemic. 52% of CIOs expect
work from home to increase
in 2021

Gartner — Top Priorities for IT: Leadership
Vision for 2021

Securing Digital
Acceleration

“69% of boards have
responded to COVID-19 with
digital business

acceleration, while 60% have
chosen improving operational
excellence through digital business”

Gartner — Top Priorities for IT: Leadership
Vision for 2021

e

Preventing Cyber
Attacks

36% organizations state the
growing sophistication of
the threat landscape is the top

challenge in preventing
ransomware attacks.

Fortinet — Ransomware survey 2021

© Fortinet Inc. All Rights Reserved.

Cybersecurity
Skills Shortage

73% of organizations had at

least one intrusion/breach
over the past year that can be
partially attributed to a gap in
cybersecurity skills

Fortinet — Cybersecurity Skills
Survey 2,500 US and Canadian
companies 2021



Resulting Cybersecurity Challenges

A lot of challenges across a lot of edges that can lead to a lot of products, complexity, and threats
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The Perimeter has expanded
across the entire network
creating more edges which
need to be secured
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Applications continue to
move and are spread across
multiple cloud creating
complex operational
overhead that result in
security challenges
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SecOps

Silo products and
technologies

Overwhelming
alert volume

Shortage of cyber
security skills

The volume of security
products and information
overwhelms teams chronically
short of skilled staff, slowing
the ability to detect and
respond to incidents

High-volume
automated attacks

Coordinated multi .8.
steps attacks O.O
Evasive ML-

Powered attack

tactics

Increasing financial
and human impact

Attackers will continue to
innovate leveraging Al driven
insights and large scale
automated execution across the
full attack surface and cycle



Voice of the Customer

A ubiquitous desire for consolidation, interoperability, and automation

What Enterprises are saying...

5 @° @&
33% 46% 39% 35%

Lack of Not enough Lack of staff Too
visibility control resources or expensive
expertise

Lack of visibility, control, and staff/expertise are the top
barriers to faster cloud adoption.

o Of professionals would consider it
very to extremely helpful to have
o a single cloud security dashboard.

Mot at all helpful Extremely helpful

Desire for a single cloud security platform for consistent
security policy across all cloud environments

What SMBs are saying...

“Lack of simple interoperability and automation between
security products” is the #1 thing holding security back —
according to companies with less than 500 employees...

61% of companies 1000-1500 admit in hindsight if they
had to do it over again, they would have gone with a
single vendor strategy

https://www.fortinet.com/content/dam/maindam/PUBLIC/02 MARKETIN
G/02_Collateral/eBooks/ebook-avoiding-complexity-smb.pdf

https://www.fortinet.com/content/dam/fortinet/assets/threat-reports/report- © Fortinet Inc. All Rights Reserved. 5

cybersecurity-cloud-security-report-fortinet-2.5.pdf



https://www.fortinet.com/content/dam/maindam/PUBLIC/02_MARKETING/02_Collateral/eBooks/ebook-avoiding-complexity-smb.pdf
https://www.fortinet.com/content/dam/fortinet/assets/threat-reports/report-cybersecurity-cloud-security-report-fortinet-2.5.pdf

Fortinet
Security
Fabric

Broad

visibility and protection of the entire
digital attack surface to better
manage risk

Integrated

solution that reduces management
complexity and shares threat
intelligence

Automated

self-healing networks with Al-driven
security for fast and efficient
operations

FortiGuard Threat
Intelligence

Fabric Management
.. Center

Adaptive Cloud
Security

Q,

Zero Trust
Access

FORTIOS

Security-Driven
Networking
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Gartner Cybersecurity Mesh Architecture

Gartner

Executive Guide to Cybersecurity Mesh, 2022

Felix Gaehtgens, James Hoover, Henrique Teixeira, Claudio Neiva, Michael Kelley,
Mary Ruddy, Patrick Hevesi. As of October 2021
This graphic was published by Gartner, Inc. as part of a larger research document and should be
evaluated in the context of the entire document. The Gartner document is available upon request
from Fortinet. . .
© Fortinet Inc. All Rights Reserved.

GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S.
and internationally and is used herein with permission. All rights reserved.
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Evolution of the Fortinet Security Fabric
A cybersecurity mesh platform with over 10 years in the making Cybersecurity g -

Mesh Platform
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Fabric Evolutions
Fabric Expansion.
SD-WAN
Fabric Market
Introduction
Fabric
Foundations

Zero-trust

Segmentation Visibility Control Automation Integration Expansion Access
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Forinet Pov: FOrtinet Security Fabric 1S a Cybersecurity Mesh Platform

Gartner CSMA

Identity, Access, &
Content Control

Security Intelligence,
Analytics, Detection
& Response

Policy Management &
Orchestration,
Dashboards

Executive Guide to Cybersecurity Mesh, 2022

Felix Gaehtgens, James Hoover, Henrique Teixeira,
Claudio Neiva, Michael Kelley, Mary Ruddy, Patrick
Hevesi. As of October 2021

This graphic was published by Gartner, Inc. as part of a
larger research document and should be evaluated in
the context of the entire document. The Gartner
document is available upon request from Fortinet.
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GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally and is used herein with permission. All rights reserved.
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self-healing networks
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for fast and efficient
operations



Extensive Cybersecurity Ecosystem

450+ Open Ecosystem Integrations

Fabric Connectors (13)
Fortinet-developed deep integrations that automate security operations and policies

Mi .
aws B Az'f.rrcéwﬂ ) GoogleCloud ~ORACLE E:*!:, ) IBM Cloud 'é'l's'ég' servicenow ¥ Symantec.

Fabric APIs (248)
(X) Partner-developed integrations using Fabric APIs that provide broad visibility with end-to-end solutions
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Fabric DevOps (10)

m Community-driven DevOps scripts that automate network and security provisioning, configuration, and orchestration
AWS 2 GoogleCloud (@ Hashicorp % Microsoft = ppanstack.  ORACLE ARSIET e [#]refactr  vmware

L, Extended Security Fabric Ecosystem (200+)
Collaboration with threat sharing organizations and integrations with other vendor products
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ALLIANCE INT"ERE - CSA oo y
Note: Logos are a representative subset of the Security Fabric Ecosystem Figures as of June 30, 2021
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- © Fortinet Inc. All Rights Reserved. 10



Fortinet Makes Cybersecurity Mesh Architecture Possible
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Source: Gartner “Guide to Cloud Security Concepts”, Patrick Hevesi, Richard Bartley, Dennis Xu. 21 September, 2021

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in
the context of the entire document. The Gartner document is available upon request from Fortinet.

B B GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and

internationally and is used herein with permission. All rights reserved.
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Fortinet Broad Product Portfolio
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Center - NOC

£ L FortiManager m
Content Security User Security I:I Q FortiSandbox PO §
| | 4

FortiAnalyzer FortiSIEM Connector Fabric API

FortiEDR
U Web Security U Device Security FortiDeceptor Q FortiCloud
(= LN
S ). = OO
Advanced [&] ~ ol
vance: : i H
Bundled Security L= =1 . FortiMonitor
U SOC/NOC @ FortiXDR @ FortiAl FortilSOAR FortiGuard MDR DevOps Extended Fabric
ortl Service Ecosystem
@ Zero Trust Access @ Security-Driven Networking @ Adaptive Cloud Security
LAN Edge WAN Edge DC Edge Cloud Edge Network Platform Applications
L] L]
(®) < 11 & i < & & X
joa| ® § , 1 ,
EortiClient FortiNAC EortiVoice FortiAP FortiGate FortiGate FortiSASE FortiGate Multi-cloud FortiCASB FortiCWpP Fortiweb FortiMail
SD-WAN VM SD-WAN
Cloud Security
Posture
- Management ’
— /
(=) =) X = 0 " A4
o : @ : A & ¥
FortiToken FortiAuthenticator FortiCamera FortiSwitch FortiExtender FortiProxy FortilSolator FortiDDos FortiADC FortiGSLB
preeees A~
® i |
Appliance VM Hosted Cloud Software Container
amn
H B

. © Fortinet Inc. All Rights Reserved. 12



Fortinet Customer Case Study

Challenge

Large European Bank was having difficulty coping with:
» Expanding attack surface: cloud, campus, branch

» Partial visibility across the attack surface

« Inefficient security infrastructure contributing to high OPEX and capital expenses

Solution Benefits

Unified policy management and orchestration

Coordinated security across all enforcement points
Integrated visibility, fast detection and automated response
Reduced complexity and increased Operational efficiency
Readily benefit from FortiGuard Labs real-time intelligence and protection across
all Fortinet Security Fabric deployments
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Recognized As a Leader in the 2021 Gartner® Magic Quadrant™ for Network Firewalls —

and WAN Edge Infrastructure and as a Visionary in the 2021 Gartner® Magic Quadrant™
for Enterprise Wired and Wireless LAN Infrastructure

2021 Gartner® Magic Quadrant™ for 2021 Gartner ®Magic Quadrant™ for

2021 Gartner® Magic Quadrant™ for

Network Firewalls WAN Edge Infrastructure Enterprise Wired and Wireless LAN Infrastructure

Figure 1: Magic Quadrant for Network Firewalls Figure 1. Magic Quadrant for Enterprise Wired and Wireless LAN Infrastructure
@ Fortinet
Palo Ao Networks Viware
. .
- @ Fortinet Versa Networks
Lisco . .
Pao Ao Netwarks @
Check Point Software Technologies bl o (] Juniper
Alibaba Cloud @ Huawei @ -
Microsoft @ ® Cisco @ ® Hee {Aruba)
Huawei (i n )
Cirsc @  HPE (Arubaand Silver Peak)
Juniper @ - o @ @ pemetemorts
[
Amazon Web Services Nuage Networks Fortinet @ Huawei
Com
HiC @ @ Palirk @ Crdiepoint mscope @
WatchGuard @ . @ @ Juniper Networks ALE
Sonicwall ® @ Hillstone Netwerks =
=:'>(§"o~'. Forcepoint @y Barracuda ® Barzcuda HaC ..
Sanglor @ Hista Networks
Cato ‘gwurlr" @ Versa Networks
» to Ned 5 FatPipe Netwarks Cambium Networks
=
= = @ w Alied Telesis @@ TPk @
wl = =
& Q Riversbed =
= = &
> o o
= S =
Z E g
COMPLETENESS OF VISION As of August 2021 © Gartner, Inc g OE
<<

Source: Gartner (November 2021)

COMPLETENESS OF VISION

As of September 2021

© Gartner, Inc
Gartner

Gartner, Magic Quadrant for WAN Edge Infrastructure, By Jonathan Forest, Naresh Singh, Andrew Lerner, Evan Zeng, 20 September 2021

COMPLETENESS OF VISION As of September 2021

Source: Gartner (November 2021)

© Gartner, Inc

Gartner, Magic Quadrant for Network Firewalls, By Rajpreet Kaur, Jeremy D'Hoinne, Nat Smith, Adam Hils, 1 November 2021
Gartner, Magic Quadrant for Enterprise Wired and Wireless LAN Infrastructure, Bill Menezes, Christian Canales, Tim Zimmerman, Mike Toussaint, 16 November 2021.

“Gartner does not endorse any vendor, product or service depicted in its research publications and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner
research publications consist of the opinions of Gartner’'s Research & Advisory organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this
research, including any warranties of merchantability or fitness for a particular purpose. Gartner and Magic Quadrant are registered trademarks of Gartner, Inc. and/or its affiliates in the U.S. and internationally and is
amm Used herein with permission. All rights reserved.
. © Fortinet Inc. All Rights Reserved. 14
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Ranked #1 in Three of Five Use Cases In the

2021 Gartner®Critical Capabilities Report

Highest vendor to get #1 ranking on use cases

Ranked #1 Two Years in a Row

Small Branch WAN Use-case

Ranked #1 Three Years in a Row

Security-sensitive Use-case

Remote Worker Use-case

Product or Service Scores for Small Branch WAN
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Gartner, Critical Capabilities for WAN Edge Infrastructure, Jonathan Forest, Naresh Singh, Andrew Lerner, Evan Zeng, 21 September 2021.
‘Gartner does not endors vendor, product or service depicted in its research publications and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner's Research & Advisory organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of

merchantability or fit r a particular purpose.

Gartner and Magic Quadrant are registered trademarks of Gartner, Inc. and/or ts affiliates in the U.S. and internationally and is used herein with permission.
All rights reserved

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available upon request from Fortinet
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Key Takeaways
Gartner “:ATINET.

, WS
W
“By 2024, organizations adopting a Fortinet Security Fabric delivers benefits of
cybersecurity mesh architecture to a cybersecurity mesh architecture today
integrate security tools to work as a
collaborative ecosystem will reduce the « Deep visibility across all edges
financial impact of individual security « Centrally managing distributed solutions

incidents by an average of 90%”

“Top Strategic Technology Trends for 2022: Cybersecurity Mesh, Felix Gaehtgens, James

» Consistent enforcement of policies

(I—)|oovk<)ar, I;ggrique Teixeira, Claudio Neiva, Michael Kelley, Mary Ruddy, Patrick Hevesi, 18 o Real-tlme gIObaI th reat |nte”|gence aCross
ctober 1" . . .
Executive Guide to Cybersecurity Mesh, 2022 Fortlnet Securlty Fabrlc deployments
Felix Gaehtgens, James Hoover, Henrique Teixeira, Claudio Neiva, Michael Kelley, Mary Ruddy, ° 1 1
Patrick Hevesi. As of October 2021 AUtomatlng aCt|Onab|e responses
This gr_aphic was published by Gartner, Inc. as part of a larger research docume_m and should be evaluated in the context of L4 B ro ad est, m OSt I nteg rated O pe n ecosystem
the entire document. The Gartner document is available upon request from Fortinet.
=-= GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally and is © Fortinet Inc. All Rights Reserved. 16
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