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Conti and the 
Hacker’s Manual
Conti is a ransomware gang with 
revenues projected at almost $200M.

On February 27, 2022, the Twitter 
handle @contileaks began leaking 
internal documents and chat logs of 
the group, as well as the addresses of 
some of their internal servers and 
source code.

Akamai researchers analyzed this and 
published their “Hacker’s Manual”
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A useful framework for articulating modern attacks.
Tactics: The adversary's tactical goal: the reason for performing an action.
Techniques: The means by which an adversary achieves a tactical goal.

https://attack.mitre.org/
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Key Phases
Simplified Attack Chain

Privilege Escalation
Gain administrative 

privileges

02

Impact
Mass encryption, exfiltration

04

Lateral Movement
Spread to large portion of 
network or target assets

03

Initial Access
Achieve an initial foothold 

(not usually lucrative target)

01

Tactics
Ransomware does not begin and 
end with encryption. Multiple 
adversarial tactics precede 
disaster.

PrintNightmare, Mimikatz

02

Data encrypted for impact,
Exfiltration over alternative 

protocol

04

PSExec, WMI, Remote 
Task Scheduler, WinRM, 
BlueKeep, EternalBlue

03

Outlook Web Access, RDP, 
SQL, Printers, Apache 
Tomcat Scanner, Mail

01

Techniques
Conti has an arsenal of 
techniques to enable their tactics 
to succeed depending on the 
circumstances.
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Live Demo
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Our Approach to Microsegmentation

Visualization Mapping Policy
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Visualization

Our Approach to Microsegmentation
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Mapping

Our Approach to Microsegmentation
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Policy

Our Approach to Microsegmentation
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Ransomware without Segmentation
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Ransomware with Segmentation
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1. User clicks 
phishing email

2. Attackers begin 
intelligence 
gathering

3. Attackers drop 
ransomware

1. User clicks 
phishing email

2. Attackers begin 
intelligence 
gathering

3. Attackers drop 
ransomware
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Recommendations

Analyze The Threat
(Hacker’s Manual)

Know Your Defenses 
(Defender’s Manual)

1 2

Fill in the Gaps 
(ATT&CK Navigator)

2
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Thank You
Zeit für eine Testfahrt?
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