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Privilegierte Identitaten

Was hat das mit meinem Geschaft zu tun?!

Zoltan Bakos
Externer Berater
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What do these companies have in common?

YAaHOO!
500 million Accounts / 2014

3 billion Accounts / Aug 2013 100 million Accounts / June 2012

® TARGET a

110 million Accounts / Nov 2013

MO
eMY" 53 million Accounts / April 2014

145 million Accounts / May 2014

facebook
o ) +550 million Accounts / 2017-2019

92 million Accounts / 2004 H
DN

A\ﬂl’l’lOﬂ UN“MT:SUZ) million Accounts / Feb 2018

500 million Accounts / 2014-2018 o

JPMORGAN UBER
CHASE & Co. 57 million Accounts / Late 2016

83 million Accounts / July 2014 @NE IDENTITY’

*Source: Hackercombat.com
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Privileged accounts are a target for breaches

Gain Initial Access Steal Privileged
User Credentials

1
: Strengthen : Identify
Position Target Data

average cost of insider threats globally over
the past 12 months was $8.76 million

(GNE IDENTITY

Source : 2018 Ponemon Institute’s Cost of Data Breach Study




What are “privileged accounts” ?

Most important accounts of systems on and off-
premises with the power to cause harm

A WARNING

UNAUTHORIZED DATA ACCESS

* Secure access to the FTP/Web server using User Rights.
# If you do not enable User Rights, disable the FTP/Web server to prevent any unwanted or
unauthorized access to data in your application.

Failure to follow these instructions can result in death, serious injury, or equipment damage.

First ransomware-related death reported in Germany Se pt 2020
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How are they breached?

Hacking Social attacks

809% Privilege abuse

Involved
malware

(ONE IDENTITY"

Source : The 2019 Verizon Data Breach Report



Great forces at work:

The office and infrastructure are disappearing

s @

Hyper-dispersed orgs Cloud-first computing Saa$S applications
are here to stay has accelerated are now ubiquitous

@NE IDENTITY oneidentity.com | confidential
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The challenges of Privileged Accounts

Administration Security

Manual processes Shared Admin access

Embedded in scripts &
Third-party access applications

Lack of
Inefficiency accountability

Internal & External
Human error threats




Companies aren't
monitoring privileged

accounts effectively

/.

Monitor SOME
Privileged accounts

Unable to monitor
or record any
admin activity

(ONE IDENTITY



How can you solve
the PAM challenges?

(GNE IDENTITY



Goal - Reduce risk associated with privilege

Proactive Reactive

Highly coordinated usage Continuously monitored & evaluated
Requires assessed expertise Supervised by accompanying party
Access is heavily restricted Severe penalties for minor misuse

Privileged Vehicle

Regulated usage Passively monitored by authorities

Competency assessed Unsupervised in general

Access could be prohibited Heavy penalties for misuse in some cases
Licensed Vehicle

Unregulated use ( Self-evaluated monitoring

Simple training required S AE Wholly unsupervised
Open access Penalties for misuse tend to be minor
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Simple Vehicle
Security Starts Here | One Identity - Restricted - Confidential @NE IDENTITY




Goal - Reduce risk associated with privilege

Proactive Reactive

Highly coordinated usage RoOt Continuously monitored & evaluated
Requires assessed expertise . Supervised by accompanying party

: ) : Admin : : .
Access is heavily restricted Severe penalties for minor misuse

Privileged Vehicle

Regulated usage Appowner Passively monitored by authorities
Competency assessed OpsAdmin Unsupervised in general
Access could be prohibited Heavy penalties for misuse in some cases

Licensed Vehicle

Unregulated use . JaneDoe Self-evaluated monitoring
Simple training required i Wholly unsupervised
Open access - Johnsmith Penalties for misuse tend to be minor

Simple Vehicle
Security Starts Here | One Identity - Restricted - Confidential @NE IDENTITY
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Solve the challenges

Secure & efficient management Record, Monitor and Replay

Granular delegation & command control Analyze data to prevent, detect and
stop risky users and behavior

Task 1 Task 2 Task 3
User A

User B
User C —

Security Starts Here | One Identity - Restricted - Confidential




The Path to Privileged Access PAG

Privileged

Ma nagement Governance =
SPA <
Privileged
Analytics

SPS
Privileged
Sessions

Security Starts Here | One Identity - Restricted - Confidential @NE IDENTITY




A modular approach ...

SPA
Privileged
Analytics

SPS
Privileged
Sessions

-

Security Starts Here | One Identity - Restricted - Confidential @NE IDENTITY




Safeguard platform

One Identity Safeguard

® & ©

Safeqguard Safeqguard
for for
Privileged Privileged
Passwords Analytics
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Privileged Access Management - Safeguard

Safeguard for Privileged
Passwords

Safeguard Foundation

Manage credentials for accounts on:

User Behaviour Analytics ' Windows

L. Linux, UNIX, macOS
Safeguard for Privileged
Analytics Directories (AD & LDAP)

Network devices
Manage Sessions: Databases
* Access control Cloud services
+ Auditing

Safeguard for Privileged Sessions
Manage and audit sessions for:

v Terminal: SSH & Telnet

v Graphical: RDP, Citrix, VNC

v Service: HTTP & HTTPS

Requested Access .
g Password Vaulting /

Portal-based Access Management Safeguard for Privileged Analytics
Approval Workflow

Future Access Safeguard for Privileged ) Automatically assess for risks:
Request Passwords Manage Credentials: v Insider Threat

Password Release .
 Discovery v Account Hijack
« Rotation

Security Starts Here | One Identity - Restricted - Confidential @NE IDENTITY




Steps for User behavior analytics (UEBA)

« Gather users’ digital footprints

* Define what is normal, build user
baselines

« Identify unusual & risky

events in real-time Q

Security Starts Here | One Identity - Restricted - Confidential @NE IDENTITY




Why User behavior analytics is important ?

A

Compromise of
sensitive personal
information

Source : SANS Institute

Compromise of
privileged Account
information,
including
credentials

Exposure of
confidential
business
information

(ONE IDENTITY"




Why User behavior analytics is important ?

2.

Have trouble Have trouble Have trouble
detecting cyber investigating proving what
security insider incidents quickly happened without

incidents to determine what a doubt

happened (GNE IDENTITY

Source : ObservelT




... With flexible options...

Security Starts Here | One Identity - Restricted - Confidential @NE IDENTITY




PAG

... for a full Privileged Lrivileged g
Governance ’

Security Starts Here | One Identity - Restricted - Confidential @NE IDENTITY




®:0- 3

Identity One Identity Privileged
Manager Safeqguard Account
Governance




One Vendor For Everything PAM

Managing Identity &
Entitlement (opt.)

o o ———

Core PAM Authentication (opt.)

—— o —

Password Vaulting /
Management

Safeguard for Privileged
Passwords
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Security Starts Here | One Identity - Restricted - Confidential @NE IDENTITY




IDENTITY
GOVERNANCE AND
ADMINISTRATION

ACTIVE DIRECTORY
MANAGEMENT

UNIFIED
IDENTITY
SECURITY

ACCESS
MANAGEMENT

&

PRIVILEGED
ACCESS
MANAGEMENT
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Identity Security is the new perimeter

You must protect the people, applications and data
essential to your business

Applications
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Security Starts
with One Identity

. IdenSityrBagvices

Governance
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