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Ziel und Ursprung von Angriffen in 2022

e Phishing Microsoft 365 e« Ransomware
 Malware o .. » File Sharing Abuse
« BEC g p | P o Supply Chain Attacks

© 2022 Proofpoint. Alle Rechte vorbehalten. | Proofpoint, Inc.



Angreifer fokussieren auf den Menschen als Sicherheitsltcke

DEFENDER’S POV ATTACKER'’S POV INDIRECT ATTACKS
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Moderne Angriffe: Human Attack Vector + Technical Attack
Vector

gauatker
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Business Plan ‘

Financial Model

Escape strategy

stolen asset

Complete Attack Vector
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Social Engineered Attack: “Kill-Chain”

OSINT of Target SE Ad-hoc Attack Data

public selection attack Technological expansion Exfiltration
resources attack

Google
T4

Llin

Quelle: https://www.dogana-project.eu/

Haufige Social Engineering Taktiken:

RUNNING ATTACKER'S HANDING OVER TRANSFER FUNDS OR
CODE FOR THEM CREDENTIALS TO THEM DATA TO THEM
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Starten des Schadcodes
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Get early access Squid Game season 2. - Temporary ltems

Message

Get early access Squid Game season 2.

m" Early_Access.-57918... .
309.4 KB

Download All « Preview All VIEW OR PRINT ACCESS CODE

Hi Customer, 6
Get early access to the new season Squid Gamd
New story line, new game, new challenges.
Please fill out a short document to gain access.

SQUID

Sheet1
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Weitergabe von Anmeldedaten

&« = C & gwblu.codesandbox.io/7 bt

206 = Q John Wilcox shared "Employee Update - Covid" with you. - Temy

Message

John Wilcox shared "Employee Update - Covid" with you. —_
g Microsoft

o John Wilcox ? - = .
To: © Slgn o

to continue to Outiook

855, phone number, or

No account? Create ons!
| Q Can't access your account?

Sign-in options

John Wilcox shared a file with y«

We spoke about some changes and here they are.

E:: Employee Update - Covid

Tarms of usa Pmmyouddn

(€% This link will work for anyone in
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“Gut genug” ist nicht immer gut genug

Weaponizing the Cloud

Microsoft Core Gaps Security Vulnerabilities

" ) Office365

URL -

4-year delay
~110M
Attachment

2-year delay CVE-2022-30190

malicious messages targeted at ka “Follina”
Proofpoint customers sent or hosted Impostor 2 year delay aka “rofilina
by MS Office 365 in 2020 & 2021

BEC +

Supply Chain

URL Isolation RCE / ACE vulnerability in MSDT
allowing to circumvent protected

Account . .

Takeover view. Known since March 2021.

\YEUTA IS
URLS

Microsoft Forms
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Noch friherer Ansatz in der Angriffskette — mit E-Mail-Sicherheit

1

Wir sind durch Phishing in Ihr Netzwerk gelangt. /\“ .
Die E-Mail mit dem schadlichen Anhang wurde von /] }
einem Mitarbeiter ge6ffnet... Er wurde gebeten,

das Makro im Dokument zu aktivieren, den Inhalt

anzuzeigen, auf den Link zu klicken usw. #L6sung:

Verhindern Sie einen solchen Angriff!

#Wie? Das Uberlassen wir Ihnen...

Ransomware-Gruppe Clop
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Proofpoint hilft lhnen bei der Abwehr

Die Proofpoint Threat Protection-Plattform

Behebung nach der Zustellun

Behebung und Wiederherstellung nach
lateralen Bewegungen und Persistenz

Sensibilisierung fur

Sicheres E-Mail- Sicherheit und
Gateway Sandbox-Analyse Schulungen
N9 QF
N T
Proofpoint Email Proofpoint Targeted Attack Proofpoint Security Proofpoint Browser Proofpoint Threat
Protection Protection (TAP) Awareness Training Isolation Response Auto-Pull
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Proofpoint Advanced Emailéécurity — High Level
\

Actionable Intelligence to Secure based on Risk-Level (VAP)

People-centric attack surface for more targeted trainings
- Proofpoint PSAT O

VAP / VIP Reporting
m Phishing Campaigns

—_—
Security Trainings Targeted trainings

DA =3
(U} =-"

-

€ecoe

>
Redirect Decision R | (v I O |%§

uonng uoday

<

5 -
Mail Store —hre; \\’\\e\\\genc

- - ’Eﬂchr\chmg ‘-)’
-
4~ - Retrospective Alert d
_____________________ »
.(-. Allow Deny Isolate
Gateway Automation
Inline E-Mail hygiene solution: Remove delivered mail and its r :
SEIMEIEE! - Static ana&l/gis corresponding copies > Sandbox Ver(ljflcatlon of current URL ISOI?jteg browlslng for VAPs:
= i i Trigger: verdict: - efine policies to manage
- gﬁﬂﬁ?&iiﬁgagﬂsms - gg/litigation / Response 2 - Allow access & ) risky actions
- Sandboxing of Attachments - /Ior\llitiateg by acérginistrator > Bzvl\jlyogé ((:)é sr‘.)sath sandboxing - Sﬁfs,er%ﬁgrgnie;: from
- uarantine handlin - arm by sandbox = : L : -
= SRL Rewriting g - Reported by SaaS Defense S Isolate access with inline - Defend against malicious
- Reported by the user (button) ‘ sandboxing URLs

B

proofpoint.
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Proofpoint Al & ML Detection Engines vs Microsoft

Proofpoint URL Defense

Reputation Analysis
Predictive Sandbox Engine

o ~ Static Analysis

~
> Dynamic Analysis (URLs & files)
ML Feedback Loop
Automated Expert Systems

Browser Isolation

Proofpoint Attachment Defense

. Reputation Analysis
Password File Analysis
| Download / Redirect Following

e —
| Macro & Script Detection
] Evasion Detection

URL Extraction

Network & Protocol Analytics
Ecosystem Partnerships

ML Feedback Loop
Automated Expert Systems

Proofpoint Supernova for BEC

Relationship Graph

Sender
Behavioral
Insights

Built on Data
& Threat Intel

Deep Content
Analysis / HLP

Microsoft Safe Links

Reputation Analysis
Static File Analysis

Dynamic File Analysis

proofpoint.

Microsoft Safe Attachments

. Reputation Analysis

. Password File Analysis
. J Download / Redirect Following
"] Macro & Script Detection
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Microsoft Spoof Intelligence

Basic
B Header Analysis

Sender Dﬁ
Reputation



KI / ML basierend auf einzigartiger Sichtbarkeit

——
—

#1 DEPLOYED SOLUTION OF THE F100, F1000, G2000

28M+ cloud ’ﬁ‘@’ﬁ‘ Global threat research 13K+ 430M+ domains
accounts IDS sensors monitored

49B+ URLS mEm 46k+ apps 26+ detection engines Deployed at key @ 143k+ social media
HE in catalog (static, ML, behavior, etc.) internet backbones 9\. accounts

1.9B+

e ‘ 2.9K+ cloud tenants ‘ Tracking 100+ threat actors

1 TRILLION+ NODE NEXUS THREAT GRAPH

7

Impostor/BEC Malicious URL/HTML/ r~J 4% Generation Cred Al-Generated Cloud Behavioral Analysis
Detection t. 41 File Detection I@, Phish Engine ( A Threat Detectors and Engine

NEXUSAI: PROOFPOINT’S 4th GENERATION MACHINE LEARNING

2.6B+ daily emails

600K+ weekly unique
malware samples

proofpoint.
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Zusatzliche Visibilitat durch Proofpoint

Threat Objectives Trend iienitly’ | doatey | 3 Landscape Trend

Landscape Trend

= -
HEHEBEEHEEHEBEBA
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lhr Lagebild auf Basis von Realdaten? Rapid Risk Assessment

<10 Min zur
Aktivierung

Reales Toolset Keine Gateway-
Konfiguration etc
wendi
Graph API notwendig

Verbindung

Threatubersicht
eingehende

Mails

Threatilbersicht
der letzten 2
Wochen

Option fiir EU oder US Rechenzentren
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o Aktivierung mit wenigen Klicks

Keine MX-/Konfiguraitionsanderungen

<10 Minuten zur Aktivierung

14-Tage Ubersicht in die
“Vergangenheit”

< 48 Std fur belastbare Daten

Scannen der Nachrichten in den
Inboxen der Nutzer (ohne Junk Folder)

* Nachrichten im Verfligungsbereicht
des Nutzers.
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