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The Attackers Point of View
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Modern Threat Landscape
ldentity Theft Ransomware BEC

I\.ljjzk::.;r:sh:ii::feen al TAP Eusl:lmer: mmmmmmmmmmmmmmmmmmmmmm B EC L an d S C ap e
- Gift Carding
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35 o Payroll &
L ‘ II [(ITAIITHE 5
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o CE RS FELNEDR SRR e 21%
m Advanced Fee Fraud
Evilginx2 Modlishka 26%
Evolution of Identity Theft Evolution of Ransomware Evolution of BEC
> ® — > ® — > ® —
Credential Human MFA Single Stage Multi-stage Text based Direct Lookalike & Supplier
harvesting Interactive attacks attacks Loki IcedID-> MAZE TOAD Domain freemail lookalike &
WannaCry NimzaLoader->Cobalt Insider Compromise
Bazaloader>Ryuk Targeting

Targeted Attacks at Scale
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Cloud Threats Driving Majority of Email Based Attacks

of organizations experienced
employee account takeover attempts

96%

of organizations experienced successful
account compromises

63%

of organizations experienced email-based
60% attacks

of compromised organizations experienced
post-access abuse such as file manipulation

36%

of organizations had authorized malicious 3
Party (OAuth) apps ) The new PowerShell

11%

Based on data from 2200+ monitored Cloud environments — last 6 months

proofpoint.




| The Infection Chain - Nemty
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Phishing Email Link to O C
Zip File Zip File Ink executable Nemty

Download
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Debt Collection Lures and Ransomware

 Emails received with STA Tax Collection lures and a link to download |, T e e
. . To sty
a zip file.
p [ ] [ ] M Rarne x o+ . - "|:| ES
- Zip file contained a .Ink executable that would then utilize Powershell to Sl ieme opdl T — — =
download and execute the Nemty Ransomware ST Internationsl AR OUREILES Online help

Debt Collection Department

1400 OId Country Road, Suite 411, Payment till 27/03/2020 or private key will be
° M ed i u m Si Zed Cam p ai g n : \E‘Vgestlf.}ury, NY 11590-5119 deleted
_ Targets: following a commercial meta-analysis, o B
have developed a collection model, so th
« More than 1,000 messages ecommn whose viton s mandatary TESTDECRYPTION
 More than 100 customers targeted primarily in Canada Sestregares o =
Debt Collection Department v oo G B

 All verticals targeted but the Healthcare vertical was targeted more than the rest.

Upluac
Download invoice

https://www.stacollect --— "= -=--*-

e Impact: Denial of Service

- Nemty is a standard ransomware that scans the infected system'’s file system for files
using specific file extensions and then encrypts them. Once the process is done, the
decryption of the files is then ransomed to the end user for a monetary payment.
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Anatomy of the ransomware attack

Detection takes too long

18 March 2021

User opened malicious Microsoft Excel file
attached to a phishing email sent on 16
March 2021.

18/03: Loader,

Downloader,
RAT, Banking Trojan,
keyloggers
16/03:
Email
Malware

proofpoint.

Consolidation & preparation

Attacker attempts to gain access to critical devices
and server admin

18 March 2021 — 14 May 2021
Attacker operated in network over
eight-week period.

Infect other Steal
devices business data

N
XS,
18/03: Threat
actor takes y |
control & moves
laterally fn
=]
=

07/05: Access
to internal
servers and data

Destroy backups

Ransomware launch

Once all systems identified, infected, and information collected,
criminal then sends ransomware payload

14 May 2021

Detonation of Conti ransomware
which caused widespread IT
disruption.

14/05: Demand
ransom for
data recovery
or decryption key

14/05: Infect devices
& servers with
ransomware payload

Encrypt data

© 2022 Proofpoint. All rights reserved. | Proofpoint, Inc. — Confidential and Proprietary

Impact on target

Attacker steals and encrypts data, then
demands ransom

|§@)

Disclosure of
information on darkweb

®

Customer
notifications

®

Customer loss/
loss of sales

@)

Reputational harm/
bad PR

®

Operational
downtime

Response and
remediation costs

®

Financial loss due to
ransom payments




BKA - Cybercrime BungegLagebild 2021

Phishing ist und bleibt einer der beliebtesten Eintrittsvektoren. Die verwendeten
Narrative sind mannigfaltig und passen sich dem aktuellen politischen wie
gesellschaftlichen Geschehen an.

Anzanl Phis

Abbildung 11: Anzahl der durch die Anti-Phishing-Working-Group festgestellten Phishing-Seiten seit 2019. Die orangene
Linie zeigt den Durchschnitt im betrachteten Zeitraum, die rote Linie gibt den Tendenzverlauf an.




“Only amateurs attack machin

professionals target people.”

Bruce Schneier
https://www.schneier.com/blog/archives/2013/03/phishing_has_go.html



Verizon DBIR 2022

DBIR

Data Breach Investigations Report

proofpoint.

82% of breaches
involved a
HUMAN

ELE!\WENT

... almost half of breaches involve CREDENTIALS
... “1in 5 Breaches involve INSIDER THREATS

=
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THE HUMAN ATTACK SUF
e =

VERY ATTACKED® -
PEOPLE »

Who gets targeted by serious threats?
They receive highly targeted, very
sophisticated or high volumes of attacks.

ATTACKED
oo Targeted by threats

PEOPLE
Who is likely to fall for those threats? o O O
They click on malicious content, G@D
fail awareness training or use risky
devices or cloud services.

VULNERABILITY PRIVILEGED
Work in high Access to valuable

\FfECR)IYD LPERIVI LEGED risk ways data/systems

Who has access to sensitive information?
They can access critical systems or sensitive
data or can be a vector for

lateral movement.



PEOPLE ARE COMPLEX, DIFFERENT

ROLE:
Finance

VAP

Interacts Can move
with risky money

suppliers

ROLE:
Research Scientist

Fully Part of

remote works
council
ﬁ /s =

Collaborates
externally via
cloud apps

ROLE:
Support Contractor

Targeted via alias

Clicks
everything

Handles
customer
data



THE ATTACKER'S PLATFORM FOR PEOPLE-CENTRIC EXPLOITATION

Stolen credentials/phishing

Social engineering ./'\‘ Compromised cloud accounts

Data theft

User-activated malware

Compromised suppliers /
impersonation



PROTECTION FOR PEOPLE, HOW AND WHERE THEY NEED IT

ROLE: ROLE: ROLE:
Finance Research Scientist Support

Protect cloud

Block impostor Isolate all links to shared

attacks with ML Web isolation C?,Uﬁ‘migon alias so clicks do no harm
to preserve :

Flag risky Train Use ITM ' Train
suppliers on BEC to protect on data
with tags threats customer handling

Deliver custom training on
campaigns targeting
intellectual property

data



P LATFO R M AP P ROAC H . Stolen credentials/phishing

THE RIGHT PROTECTION
FOR THE RIGHT PEOPLE

“The evolution in threats has led to
increased demand for other techniques
and services, such as DMARC, cloud
access security broker (CASB)/API
integrations, continuous awareness and
mail-focused security orchestration,
automation and response (MSOAR).”

Gartner

Compromised cloud

_ accounts
User-activated

malware

(3

proofpoint.

Social engineering Compromised suppliers /

impersonation

Data theft



Bring it All Together With One Platform

Browser Web Secure
Isolation Security Access

Policy Incident & Threat Reporting &
Orchestrator Investigation Hunting Analytics

People & Cloud Risk Explorer

Information and Cloud Security Platform

SaaS Apps

proofpoint.




Our mission: Protect people \ Defend data

Defend Data:
» Data Loss Prevention
e Insider Threat
* Intelligent Compliance

Protect People:
« Email Security and Fraud Defense

» Cloud Security
e Security Awareness

[ N——

54

Shared Intelligence Graph

Unified People-Centric Risk Visibility

Applied Machine Learning

proofpoint.
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