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mit dem MITRE ATT&CK Framework & Splunk

Denken wie ein Hacker: 
Hacker verstehen um 
Ihr Unternehmen besser
zu schützen



During the course of this presentation, we may make forward-looking statements 
regarding future events or plans of the company. We caution you that such statements 
reflect our current expectations and estimates based on factors currently known to us 
and that actual events or results may differ materially. The forward-looking statements 
made in the this presentation are being made as of the time and date of its live 
presentation. If reviewed after its live presentation, it may not contain current or 
accurate information. We do not assume any obligation to update 
any forward-looking statements made herein.

In addition, any information about our roadmap outlines our general product direction 
and is subject to change at any time without notice. It is for informational purposes only, 
and shall not be incorporated into any contract or other commitment. Splunk undertakes 
no obligation either to develop the features or functionalities described or to include any 
such feature or functionality in a future release.

Splunk, Splunk>, Turn Data Into Doing, The Engine for Machine Data, Splunk Cloud, 
Splunk Light and SPL are trademarks and registered trademarks of Splunk Inc. in the 
United States and other countries. All other brand names, product names, or 
trademarks belong to their respective owners. © 2021 SPLUNK Inc. All rights reserved.
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Agenda

• MITRE Att@ck Framework Explained

• MITRE Att&ck operationalized in Splunk

• MITRE Att@ck beyond Simple Detections

• Wrap Up
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MITRE 
ATT&CK 
explained
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The Pyramid 
of Pain
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https://miro.medium.com/max/736/1*DioJj9NQNtDXGBTEO_8-7w.png
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https://www.fireeye.com/content/dam/fireeye-www/summit/cds-2018/presentations/cds18-technical-s05-att&cking-fin7.pdf
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What is in MITRE Att@ck Framework?
MITRE Att@ck

Enterprise

Pre OSs Cloud

Office 365
Azure AD

Google 
WorkSpace

IAAS

SAAS

Network Container

Mobile

Andriod

IOS

ICS
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Demo
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Do really need to get 
into all of this? 
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MITRE ATT&CK 
operationalized in Splunk
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Adapt MITRE Attack to your Journey
SOC

Situation:
- SOC implemented
- Splunk in place

Splunk Tools:

- Enterprise Security

- Splunk Security 
Essentials

- Splunk Soar

Data-Driven
Situation:
- SOC needed
- Splunk in place

Splunk Tools:

- Splunk Security 
Essentials

- Cloud POV

Starter
Situation:
- SOC needed
- No data platform

Splunk Tools:

- Data Source 
Assessment
- Cloud POV
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Data Source Assessment
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Splunk Security Essentials Apps
https://splunkbase.splunk.com/app/3435/
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SSE in Action
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MITRE ATT&CK beyond 
simple detections
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Alert Volumes Are Overwhelming SOCs

• Abandoned alerts

• Suppressed alerts

• Slow detection / response

• Analyst burnout

Over 40% of orgs receive 10,000+ alerts per day; experience 50%+ false positives
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What if we want to…

Raise visibility 
into the 

cumulative risk 
related to entity-

centric 
behaviours

Focus on the 
most impactful 

events 

Identify “slow 
and low” type of 

attacks

Leverage 
existing 

detection rules

Utilize MITRE 
ATT&CK to 

quantify 
detection 

coverage & 
context to an 

attack sequence 

Look at notables 
with a large hits 
across ATT&CK

Risk Based Alerting (RBA)
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How Does This Look in Practice?
Traditionally, the events below would be considered too noisy and would be 
abandoned

Potential 
spearphishing 
observed

Suspicious 
command 
disabling controls

Suspicious Powershell 
observed

AWS ACLs opened 
up all access

AWS user 
provisioning 
observed

AWS buckets 
created

AWS permanent 
creation observed

6:55AM 6:58AM 7:03AM 1:55PM 2:03PM 2:07PM 2:15PM
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How Does This Look in Practice?
With risk-based alerting, these events become context that informs high-fidelity alerts

Risk Notable
Generate alert for any user or system that 

exceeds a risk score of 100 in a 24 hour 
period

Aggregated user risk score >100 ALERT
With one click, view all 

of the risk events that 
contribute to the alert

Potential 
spearphishing 
observed
10 pts

Suspicious 
command 
disabling controls
15 pts

Suspicious Powershell 
observed
20 pts

AWS ACLs opened 
up all access
10 pts

AWS user 
provisioning 
observed
15 pts

AWS buckets 
created
15 pts

AWS permanent 
creation observed
20 pts

6:55AM 6:58AM 7:03AM 1:55PM 2:03PM 2:07PM 2:15PM
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Risk Based Alerting
in Action
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Today’s Take Aways

Mitre Att@ck 
Framework + Splunk 
can be your key to 
improve security 
posture continuosly 

Splunk products and 
tools make it easy to 
leverage the Mitre 
Att@ck Framework in 
your environment

Mitre Att@ck 
Framework is 
extremly usefull tool 
to understand your 
cybersecurity threads
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Q&A



Thank You
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